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OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

BOARD September 21, 2007
MEMORANDUM FOR ACTING UNDER SECRETARY OF DEFENSE
(ACQUISITION, TECHNOLOGY, AND LOGISTICS)

SUBJECT: Final Report of the Defense Science Board Task Force on Mission Impact of
Foreign Influence on DoD Software

1 am pleased to forward the final report of the Defense Science Board Task Force
on Mission Impact of Foreign Influence on DoD Software. This task force, chaired by
Dr. Robert Lucky, was established to complement the 2005 DSB study on High
Performance Microchip Supply, which focused on the implications of semiconductor
fabrication in foreign countries. The task force found that the DoD faces similar
consequences from the possible exploitation of software, increasingly developed outside
the United States, in its systems.

The task force was asked to assess the Department’s dependence on software of
foreign origin and the risks involved. The task force considered issues with supply chain
management; techniques and tools to mitigate adversarial threats; software assurance
within current Defense programs; and assurance standards within industry, academia, and
government.

The report addresses the future U.S. ability to ensure and maintain a trusted supply
of software to DoD and the U.S. Government. In their report, the task force states that
there is no absolute guarantee that software can be sanitized of all vulnerabilities,
intended or unintended. The task force recommends a suite of processes and mitigation
strategies to reduce the risk of interrupted system performance and ensure mission
success.

1 endorse the recommendations of the task force and encourage you to review their
report.

Q&%Mmbgi

Dr. William Schneider, Jr.







OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE September 18, 2007

MEMORANDUM FOR THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Final Report of the Defense Science Board Task Force on Mission Impact
of Foreign Influence on DoD Software

The Defense Science Board (DSB) Task Force on Mission Impact of Foreign
Influence on DoD Software has completed its work, and a final report is attached. The
task force examined areas in software security, security architecture, and risk mitigation
and received briefings from industry, academia, and a number of Defense agencies.
Briefings on software assurance and development processes for Defense programs such
as Blue Force Tracker, F-22, and Future Combat System were also provided to the task
force.

The Department’s dependence on software, which is growing in size and
complexity, presents tempting opportunities for U.S. adversaries to exploit. Further, the
increasing interconnectedness of defense systems could lead to the exploitation of many
applications through a single vulnerability. These weaknesses, among others, are
significant liabilities to the Department’s mission-critical systems; however, DoD cannot
ignore the economic advantage of globally-produced, commercial-off-the-shelf software.
The globalization trend of the software industry will continue to occur, and some of
DoD’s software will be developed in foreign countries.

The task force found that low-level, malicious techniques have been employed to
successfully penetrate sensitive, unclassified DoD systems despite efforts by DoD to
maintain information security and assurance. DoD’s current evaluation strategies and
techniques are inadequate to deal with the growing functionality and outsourcing trend of
software, making exploitation easier and defense more difficult. The problem is
complex, and ultimately, an intelligent risk management process will be essential to
ensure a trusted supply chain, mitigate malicious attacks, enable efficient responses and
reactions, and maintain trustworthiness in the software that support DoD’s critical
missions. i




The task force outlined 11 recommendations in this report. The recommendations
aim to improve the trustworthiness of DoD’s software supply and address areas in
procurement, intelligence, quality and security assurance, acquisition, research and
development, and the National agenda. The task force urges senior leaders in the U.S.
Government to implement the recommendations in this report at the earliest opportunity.

i

Dr. Robert Lucky
Task Force Chairman
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During the course of this Defense Science Board Task Force our colleague,
Trey Smith, passed away from a long illness. Although Trey was not able to

see this final report, his leadérship and thoughts pervade it.

Trey Smith was Chief Technology Officer (CTO) of Science
Applications International Corporation (SAIC). Before joining
SAIC in 2002, Trey served in many executive roles at Cable &
Wireless (C&W), Road Runner, Compaq Computer
Corporation, and IBM. Prior to joining IBM, he conducted
research at AT&T Bell Laboratories.

Trey was a graduate of Brown University where he earned a
Ph.D. in physics. He received a bachelor's in physics from the
U.S. Naval Academy and served in the U.S. Navy as a nuclear
engineer and division officer.

Trey is survived by his wife Kathy, his daughters Kristen, Julia
and Kimberly, and his son, Theoren.
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Executive Summary

EXECUTIVE SUMMARY

Software has become the central ingredient of the information age, increasing
productivity, facilitating the storage and transfer of information, and enabling
functionality in almost every realm of human endeavor. However, as it improves
the Department of Defense’s (DoD) capability, it increases DoDs dependency.
Each year the Department of Defense depends more on software for its
administration and for the planning and execution of its missions. This growing
dependency is a source of weakness exacerbated by the mounting size, complexity
and interconnectedness of its software programs. It is only a matter of time before
an adversary exploits this weakness at a critical moment in history.

The software industry has become increasingly and irrevocably global. Much of
the code is now written outside the United States (U.S.), some in countries that may
have interests inimical to those of the United States. The combination of DoDs
profound and growing dependence upon software and the expanding opportunity
for adversaries to introduce malicious code into this software has led to a growing
risk to the Nation’s defense.

A previous report of the Defense Science Board, “High Performance Microchip
Supply”, discussed a parallel evolution of the microchip industry and its potential
impact on U.S. defense capabilities. The parallel is not exact because the
microchip fabrication business requires increasingly large capital formation — a
considerable barrier to entry by a lesser nation-state. Software development and
production, by contrast, has a low investment threshold. It requires only talented
people, who increasingly are found outside the United States.

The task force on microchip supply identified two areas of risk in the off-shoring of
fabrication facilities — that the U.S. could be denied access to the supply of chips
and that there could be malicious modifications in these chips. Because software is
so easily reproduced, the former risk is small. The latter risk of “malware,”
however, is serious. It is this risk that is discussed at length in this report.

Software that the Defense Department acquires has been loosely categorized as:

e Commodity products — referred to as “commercial-off-the-shelf” (COTS)
software; :

e General software developed by or for the U.S. Government — referred to as
“Government-off-the-shelf” (GOTS) software; and

e Custom software — generally created for unique defense applications.

The U.S. Government is obviously attracted by the first, COTS. It is produced for
and sold in a highly competitive marketplace, and its development costs are
amortized across a large base of consumers. Its functionality continually expands
in response to competitive market demands. It is, in a word, a bargain, but it is also

Mission Impact of Foreign Influence on DoD Software v




Executive Summary

most likely to be produced offshore, and so presents the greater threat of malicious
modification.

There are two distinct kinds of vulnerabilities in software. The first is the common
“bug”, an unintentional defect or weakness in the code that opens the door to
opportunistic exploitation. The Department of Defense shares these vulnerabilities
with all users. However, certain users are “high value targets”, such as the
financial sector and the Department of Defense. These high-value targets attract
the “high-end” attackers. Moreover, the DoD also may be presumed to attract the
most skilled and best financed attackers—a nation-state adversary or its proxy.
These high-end attackers will not be content to exploit opportunistic vulnerabilities,
which might be fixed and therefore unavailable at a critical juncture. Furthermore,
they may seek to implant vulnerability for later exploitation. It is bad enough that
this can be done remotely in the inter-networked world, but worse when the
malefactors are in DoDs supply chain and are loyal to and working for an adversary
nation-state—especially a nation-state that is producing the software that the U.S.
Government needs. The problem is serious, indeed.  Such exploitable
vulnerabilities may lie undetected until it is too late.

Unlike previous critical defense technologies which gave the U.S. an edge in the
past, such as stealth, the strategic defense initiative, or nuclear weaponry, the U.S.
is protected neither by technological secrets nor a high barrier of economic cost.
Moreover, the consequences to U.S. defense capabilities could be even more severe
than realized. Because of the high degree of interconnectedness of defense
systems, penetration of one application could compromise many others.

In a perfect world there would be some automated means for detecting malicious
code. Unfortunately, no such capability exists, and the trend is moving inexorably
further from it as software becomes ever more complex and adversaries more
skilled. Even if malicious code were discovered in advance, attributing it to a
specific actor and/or knowing the intent of the actor may be problematic.
Malicious code can resemble ordinary coding mistakes and malicious intent may be
plausibly denied. The inability to hold an individual accountable weakens
deterrence mechanisms, such as the threat of criminal charges, or even separation
of the individual or entity from the supply chain.

Task Force Conclusion

The Department of Defense faces a difficult quandary in its software purchases in
applying intelligent risk management, trading off the attractive economics of COTS
and of custom code written off-shore against the risks of encountering malware that
could seriously jeopardize future defense missions. The current systems designs,
assurance methodologies, acquisition procedures, and knowledge of adversarial
capabilities and intentions are inadequate to the magnitude of the threat.
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Task Force Findings

The Industry Situation

The software industry has become increasingly global as suppliers seek lower cost
employees, access to a larger talent base, cultures conducive to highly-structured
processes, and round-the-clock operation. The issue of foreign influence is only
one of degree, because many companies develop code in multiple geographic
locations and may embed code from other vendors, code from open source
developers, or even code of unknown provenance.

While the United States still has preeminence in computer science, Asia is rapidly
gaining. The United States retains a pool of talented computer scientists and
engineers, but the natural tendency of the industry is to seek the lowest cost supply
of talent. In recent years that has been primarily in India, while China and Russia
are on the rise.

DoDs Dependence on Software

In the Department of Defense, the transformational effects of information
technology (IT), joined with a culture of information sharing, called Net-Centricity,
constitute a powerful force multiplier. DoD has become increasingly dependent for
mission-critical functionality upon highly interconnected, globally sourced,
information technology of dramatically varying quality, reliability and
trustworthiness.

Software Vulnerabilities

The majority of software used in the Department of Defense is commercial-off-the-
shelf product. Although the DoD takes advantage of the functionality and
inexpensive pricing enabled by the huge market, this code has many weaknesses
that are exploitable by even moderately capable hackers, who have been the
beneficiaries of a culture that has produced an evolution of widely-disseminated
and powerful tools for system intrusion.

The DoD does not fully know when or where intruders may have already gained
access to existing computing and communications systems. The Moonlight Maze
activities, which are classified and thus not detailed here, and numerous other data
points.demonstrate that the U.S. Government, and specifically the DoD computing
systems, is a constant target of foreign exploitation.

The Threat of the Nation-State Adversary

In dealing with a nation-state adversary, the level of threat rises far above that
posed by hackers. It can be assumed that the technological capability to craft
actionable malicious code mirrors that of the United States own best computer
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scientists. Means and opportunity are present throughout the supply chain and life
cycle of software development. While code developed in the United States is not
immune from risk, the opportunity for an adversary is greatly enhanced by
globalization.

A sophisticated adversary would have three possible aims in the exploitation of
existing or planted software vulnerabilities — denial of service, stealing of
information, and malicious modification of information. The outcome of any of
these would also be accompanied by a loss of confidence in DoDs essential
systems.

Awareness of the Software Assurance Threat and Risk

DoDs defensive posture remains inadequately informed of the sophisticated
capabilities of nation-state adversaries to exploit globally sourced, ubiquitously
interconnected, COTS hardware (HW) and software (SW) within DoD Critical
Systems. Similarly, decision-makers are inadequately informed regarding the
potential consequences of system subversion, and the value of mitigating that risk.

The Intelligence Community (IC) does not adequately collect and disseminate
intelligence regarding the intents and capabilities of nation-state adversaries to
attack and subvert DoD systems and networks through supply chain exploitations,
or through other sophisticated techniques.

DoD does not consistently or adequately analyze and incorporate into its
acquisition decisions what supply chain threat information is available.

Status of Software Assurance in the DoD

Software deployed across the DoD continues to contain numerous vulnerabilities
and weak information security design characteristics. The DoD and its industry
partners spend considerable resources on patch management, while gaining only
limited improvement in defensive posture.

The evidence gathered during this study was insufficient to quantify the extent to
which awareness and protection against the system assurance problem has
permeated DoD systems and networks. The panel did however identify
considerable variation in the extent to which the systems assurance problem is
impacting next-generation DoD systems. That impact ranges from extensive with
the introduction of inter-networked COTS and open source IT into of the Army’s
Future Combat System (FCS) program, to only slight in the United States Air Force
(USAF) F-22 program.

The DoD defensive efforts, implemented largely through decentralized execution,

are difficult to synchronize to achieve a coordinated enterprise effect. DoD has not
effectively allocated assurance resources to address the systems assurance problem,
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nor has it designed its systems and networks to mitigate this problem in the face of
the capabilities of nation-state adversaries.

The primary process relied upon by the DoD for evaluation of the assurance of
commercial products today is the Common Criteria (CC) evaluation process. The
task force believes that Common Criteria is presently inadequate to raise
sufficiently the trustworthiness of software products for the DoD. This is
particularly true at Evaluation Assurance Level-4 (EAL4) and below, where
penetration testing is not performed. Nonetheless, Common Criteria evaluation is
an international program, well established, and not easy to change.

Ongoing Efforts in Software Assurance

Software assurance is receiving attention at a number of federal agencies and
laboratories, including the DoD, National Security Agency (NSA), National
Institute of Standards and Technology (NIST), and Department of Homeland
Security (DHS). Within the DoD a Software Assurance Tiger Team has been
studying the problem and has developed a comprehensive strategy for managing
risk through system engineering, source selection, design, production, and test.
The key element of risk management in this strategy is the prioritization of
criticality among system components and subcomponents, with special procedures
and attention placed on the system components determined to be most critical to
mission success.

Supplier Trustworthiness Considerations

It is not currently DoD policy to require any program, even those deemed critical
by dint of a Mission Assurance Category I status, to conduct a counterintelligence
review of its major suppliers, unless classified information is involved. Supplier
trustworthiness enters into existing DoD acquisition processes primarily for
protection of classified information and for research technology protection. From a
systems assurance perspective, supplier trustworthiness should consider adversarial
control and influence of the business or engineering processes of the supplier, as
well as the ability of the business and engineering processes to prevent outside
penetration.

Finding Malicious Code

The problem of detecting vulnerabilities is deeply complex, and there is no silver
bullet on the horizon. Once malicious code has been implanted by a capable
adversary, it is unlikely to be detected by subsequent testing. A number of
software tools have been developed commercially to test code for vulnerabilities,
and these tools have been improving rapidly in recent years. Current tools find
about one-third of the bugs prior to deployment that are ever found subsequently,
and the rate of false positives is about equal to that of true positives. However, it is
the opinion of the task force that unless a major breakthrough occurs, it is unlikely
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that any tool in the foreseeable future will find more than half the suspect code.
Moreover, it can be assumed that the adversary has the same tools; therefore, it is
likely the malicious code would be constructed to pass undetected by these tools.

The task force believes that the academic curriculum in computer science does not
stress adequately practices for quality and security, and that many programmers do
not have a defensive mindset. While many vendors methodically check and test
code, they are looking for unintentional defects, rather than malicious alterations.

Government Access to Source Code

It is tempting to consider having the U.S. Government take the source code of a
commercial product and run its own vulnerability assessment tools against it.
However, there are a number of legal, ethical, and economic barriers that make this
an unattractive proposition, particularly from the point of view of the vendor.
License agreements forbid reverse engineering of source code, vendors worry about
the loss of intellectual property, and perhaps most importantly, they worry about
the cost of supporting the actions and findings of a team of outsiders not familiar
with the design and implementation of such hugely complex programs. Some of
these worries are lessened when the testing is done by an independent laboratory.

Conclusion

All of the considerations just listed seem to point to an intractable problem. The
Nation’s defense is dependent upon software that is growing exponentially in size
and complexity, and an increasing percentage of this software is being written off-
shore in easy reach of potential adversaries. That software presents a tempting
target for a nation-state adversary. Malicious code could be introduced
inexpensively, would be almost impossible to detect, and could be used later to get
access to defense systems in order to deny service, steal information, or to modify
critical data. Even if the malware were to be discovered, attribution and intent
would be difficult to prove, so the risk for the attacker would be small.

Against this backdrop of potential disaster, practical experience and belief paint a
picture of aggravating and continuous software problems, but not ones that are
lethal. However, there are some systems on which, to varying degrees, life depends
(e.g., power, health). In this sense, DoD systems are among the most critical
because their national security mission is often measured in fatalities, and failures
that would be innocuous in another context can be lethal and lead to mission
failure.

If the attacker cannot be deterred and its malware cannot be found, what is to be
done to provide assurance that DoD software will perform in mission-critical
situations? Although there never will be an absolute guarantee, software assurance
is really not about absolute guarantees but rather intelligent risk management. The
risk of vulnerable software can be managed through a suite of processes and
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mitigation strategies detailed in the Task Force recommendations, and this risk can
be weighed against the attractive economics and enhanced capabilities of mass-
produced, international software.

Task Force Recommendations

Acquisition of COTS and Foreign Software

DoD should continue to procure from, encourage and leverage the largest possible
global competitive marketplace consistent with national security.

The DoD must intelligently manage economics and risk. For many applications the
inexpensive functionality and ubiquitous compatibility of COTS software make it
the right choice. In acquiring custom software the increased risk inherent in
software written offshore may sometimes be worth the considerable cost savings.
The task force recommends that critical system components be developed only by
cleared U.S. citizens.

Increase U.S. Insight into Capabilities and Intentions of
Adversaries

The intelligence community should be tasked to collect and disseminate
intelligence regarding the intents and capabilities of adversaries, particularly
nation-state adversaries, to attack and subvert DoD systems and networks through
supply chain exploitations, or through other sophisticated techniques.

DoD should increase knowledge and awareness among its cyber-defense and
acquisition communities of the capabilities and intent of nation-state adversaries.

Offensive Strategies Can Compliment Defensive Strategies

The U.S. Government should link cyber defensive and offensive operations to its
broader national deterrence strategies, communications and operations, treating
adversarial cyber operations that damage U.S. information systems and networks as
events warranting a balanced, full-spectrum response.

System Engineering and Architecture for Assurance

DoD should allocate assurance resources among acquisition programs at the
architecture level based upon mission impact of system failure. The task force
endorses the strategy and methods to accomplish this as developed by the DoD
Software Assurance Tiger Team and validated by the Committee on National
Security Systems (CNSS) Global IT Working Group.
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DoD cannot cost effectively achieve a uniformly high degree of assurance for all
the functionality it uses across many and varied mission activities. Allocating
criticality of function levies a requirement for assurance of that function, and also
of those functions that defend it. Systems identified as critical must then allocate
criticality at the sub-system and assembly level.

To properly allocate scarce assurance resources, DoD must allocate criticality at the
system-of-systems and enterprise architecture level. This analysis should occur
early within the life-cycle, and should render a prioritization decision no later than
Acquisition Milestone A, to allow programs of record to appropriately respond to
their criticality.

Improve the Quality of DoD Software

The DoD can effectively raise the “signal-to-noise ratio” against software attacks
by raising the overall quality of the software it acquires. If there were fewer
unintentional bugs in software, the visibility of deliberate malware would be
increased. While general improvements in information assurance (IA) will not, per
se, prevent a determined attacker from corrupting the software supply chain, there
are several compelling benefits in improving the overall assurance/security-
worthiness of COTS.

A sophisticated adversary would have to work harder to introduce an exploitable
vulnerability instead, as is currently the case, of relying upon the plausible
deniability of a common programming error to avoid attribution of malicious
intent. Furthermore, a sophisticated adversary would have less confidence that its
malware would remain undetected, invisible in a world containing far fewer
distracting vulnerabilities. That uncertainty could be a deterrent in itself.

Improve Tools and Technology for Assurance

Improve Trusted Computing Group (TCG) Technologies

The Trusted Computing Group initiatives, centered on the Trusted Platform
Module (TPM), provide a means for containing intrusions into separated
information domains. Each chipset that implements the Trusted Platform Module
embeds a unique identifier. Cryptologic verification of this identity is required
when access to system assets is requested. TPM may help ensure that only
approved and signed code is run, thus reducing the risk of unapproved code being
installed.

NSA and others have identified a number of improvements and complementary
practices that would strengthen TCG-compliant systems, including privacy-
preserving attestation, virtualization, and architectures that provide richer software
assurance measurement and monitoring capabilities.
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Improve Effectiveness of Common Criteria

Currently, the official DoD-wide evaluation/validation scheme is the National
Information Assurance Partnership (NIAP) based upon the Common Criteria. The
reality today is that it would be far easier and more effective to improve Common
Criteria than to invent a new scheme specific to the DoD or to DHS.

A number of ways to strengthen Common Criteria are discussed in the
Recommendations section of this report. Among these suggestions are crediting
vendors for the effective use of better development processes, including the use of
automated vulnerability reduction tools and automated tools for vulnerability
analysis—during evaluations at levels four (EAL4) and below. Validation schemes
should also reduce artificial artifact creation and rely upon artifacts that are
generated by the development process.

Improve Usefulness of Assurance Metrics

There is a natural tension between the U.S. Government’s need to know the
security-worthiness of what they procure and a vendor’s need to avoid disclosing
particular vulnerabilities. One way to satisfy both needs would be to develop a
weighted index of the security-worthiness of software. A weighted score could be
generated via testing based on some combination of the utility of the tools itself, the
amount of code coverage of the tool, and the test results against a particular
product. The entire development process should also be evaluated.

More Knowledgeable Acquisition of DoD Software

DoD should implement a scalable supplier assurance process to assure that critical
suppliers are trustworthy. No product evaluation regime in effect today provides
insight into a vendor’s real development processes and their effectiveness at
producing secure and trustworthy software — so the software assurance challenge
for DoD is to define an evaluation regime that is capable of reviewing vendors’
actual development processes and rendering a judgment about their ability to
produce assured software.

The DoD acquisition process should require that products possess assurance
matching the criticality of the function delivered. Furthermore, the DoD should
require that all components should be supplied by suppliers of commensurate
trustworthiness, and in particular, that all custom code written for systems deemed
critical be developed by cleared U.S. citizens.

The collective buying power of the U.S. Government is such that it can force
change on its suppliers to a degree no other market sector can reasonably do. The
DoD, working in collaboration with the Office of Management and Budget (OMB),
DHS, and other Federal agencies, can help to change the market dynamic through
both positive and negative incentives so that they get better quality software, and to
make better risk-based and “total cost”-based acquisitions.
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Executive Summary

Research and Development in Software Assurance

DoD should establish and fund a comprehensive Science and Technology Strategy
and programs to advance the state-of-the-art in vulnerability detection and
mitigation within software and hardware. The goals of the classified and
unclassified research and development (R&D) investments in assurance should be
to develop the technology to effectively take accidental vulnerabilities out of
systems development and to improve Trusted Computing Group technologies in
order to bound most risks of intentionally planted software. This program should
monitor what markets are delivering, identify gaps between what the market is
delivering and what DoD needs, and fill this gap.
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INTRODUCTION

The 1990s saw a change from closed economies to free market mechanisms and a
desire of more than half the world’s population -- in India, China and the former
Soviet Union — to compete economically. This has had a dramatic impact on the
distribution of world income and caused dramatic changes to mature economies. It
is clear that China, India, Russia and Brazil are no longer simply participating in
low-end manufacturing, but are full-fledged economic participants in the global
market place, with burgeoning internationally-competitive and internationally-
employable populations. This transformation of the global marketplace is linked to
the expansion of information technology into nearly every facet of life. Although
reliance on IT is both beneficial and irreversible, it also creates significant
opportunities for threat actors, in particular the nation-state adversary to control
fundamental systems, networks, and critical infrastructure.

To place the issues of globalization in context, it is useful to consider both the
current U.S. role in software development and world trends in this area. As of
2006, the United States held a clear leadership role in software development, as it
did in hardware production not long ago. In 2003 the United States represented 65
percent of world-wide employment in the IT services sector, according to a
McKinsey Global Institute study. Despite fears following the dot-com bust and
rumors of massive outsourcing and off-shoring of software jobs, current U.S.
employment in the various software disciplines is actually above the highs of the
dot-com era. What then is the concern about globalization?

Much of the infrastructure required for globalization of software employment was
created in the 1990s and earlier. This includes the astounding growth and spread of
the Internet as a communications and distribution medium; the building and over-
building of broadband fiber world-wide, virtually eliminating carrying costs as a
factor; the wide-spread adoption of wireless, allowing societies to leap-frog
infrastructure limitations; the broad adoption of a few standard applications such as
Oracle and Systems, Applications and Products (SAP), allowing start-ups overseas
to focus on fewer skills when offering support; significant improvements in higher
education in technical skills, particularly in India and China; and the creation of an
overseas job market for U.S.-trained foreign nationals, allowing them to return
home to relevant jobs.

Thus, while the United States remains a dominant player in global software
development, trends clearly point to erosion, reducing the United States to mere
competitiveness. These trends may be irreversible. Software is and will
increasingly be developed world-wide, chasing both lower costs and an expanding
talent pool. Further, some of the strongest future players in this market space are
adversaries of the United States. In some cases, the adversarial basis may be purely
economic, while in others the United States must account for the possibility of
confronting adversaries either directly or indirectly in military conflict. A
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generation ago, U.S. adversaries feared the risk of using hardware and software
developed in the U.S., as it might be used as a weapon against them. Similarly, the
United States must now confront -- and plan for -- the reality that adversaries may
well be supplying the key hardware and software on which the U.S. bases its
military and economic superiority.

Characterizing the extent of globalization and the challenge that it presents to the
United States is complicated by the number of issues presented. The key point
from the standpoint of this study is that U.S. multinationals are seeking -- and
China, India and Russia are providing -- software services, up to and including
design services. The extent to which the United States is off-shoring
manufacturing operations to the detriment of U.S. labor market interests is not
addressed in this report. These countries are entering into the market to produce
software products, and they are supporting U.S. corporations in delivering
products.

Figure 1, from the “Innovation Consortium,” showing the erosion of U.S. market
share, typifies the market situation. The next tier of data concerns the underlying
capabilities that are supporting these market changes. There is much debate
regarding the details of the data, but the clear trending of all indices (patents issued,
R&D, PhDs granted, etc.) is that U.S. predominance in IT technology is rapidly
eroding to mere competitiveness. The discussion below regarding the engineering
graduate data is instructive. However, it is difficult to interpret competitiveness
statistics for countries totaling five to six times the population of the United States.

HIGH-TECH INDUSTRY EXPORTS:
U.S5. LOSING WORLD SHARE
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Source: National Science Foundation, Science and Eugineering Indicators 2004, Appendix Table 6-1
Compiled by the Association of American Universities
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Figure 1. Market Share Changes
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Any description of the state and trends in globalization of software must
acknowledge the paucity of valid data on the subject, which makes any analysis
tentative. Several factors contribute to the lack of valid data. Neither government
nor industry has captured data for any period of time in this new arena. The data
that exists has been captured inconsistently using differing parameters and
definitions, and much of the data is captured with an agenda in mind, damaging its
use for objective study. Most importantly, the whole issue of software
globalization, in general, is so new that only a few years of data are available in any
case. Thus, while there are clear trends discernable, it will be important to
revalidate and refine these trends and the conclusions they drive before making
radical changes in policy or practice. Data over the next few years promises to be
more fruitful and exact. This contrasts markedly with the data available on
hardware off-shoring, which is both easier to accumulate and has been available for
some years now.

This Task Force considered the potential impacts of the action of numerous threat
actors (hacker, criminal, terrorist, nation-states, and sophisticated nation-state
adversaries, etc.) upon different elements of society (intellectual property, critical
infrastructure, national security systems). However, it was the consensus of the
group that ultimately the most difficult risk to address is nation-state adversary
creation and exploitation of vulnerabilities that interfere with the DoD projection of
military force. Further, DoD senior management remains inadequately informed
about the reality of such a prospect, and even critical programs do not account for
this risk.

The Impact of Globalization on Microelectronics

In 2003, the Under Secretary of Defense for Acquisition, Technology, and
Logistics (USD(AT&L)) tasked the chairman of the Defense Science Board to
stand up a task force to investigate the implications of the movement of
semiconductor manufacturing and design capability offshore. The two principal
concerns with this offshore migration were the DoDs inability to assure supplies of
critical parts during times of crisis and the inability of DoD to assure design
function based upon adversarial access to design and fabrication processes.

The recommendations of that task force were focused on ameliorating the threats
posed by offshoring microelectronic fabrication, design, packaging, and testing.
The initial focus of the study centered on issues and approaches for increasing
confidence in U.S. access to critical semiconductor technology. However, as the
study progressed, increased concern over the assurance of functionality of the
technology itself rapidly emerged. This is best summarized by a quote from the
report’s introduction:
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“From a U.S. National Security view, the potential effects
of this restructuring are so perverse and far reaching and
have such opportunities for mischief that, had the United
States not significantly contributed to this migration, it
would have been considered a major triumph of an
adversary nation’s strategy to undermine U. S. military
capabilities.”

Based upon the extent and potential impact that loss of the integrity/assurance of
U.S. high performance microchip supply could have, the study additionally
recommended chartering a comparable study for software. As stated in the study:
“A strategy for achieving the above hardware counter-tamper objectives without a
comparable strategy for software is of limited utility.” Consequently, the task force
recommended chartering a similar DSB study to investigate national security issues
associated with rapid migration of software production, testing and maintenance
overseas. This resulted in the formation of the Defense Science Board Task Force
on Mission Impact of Foreign Influence on DoD Software.

Interrelationships between Software and Hardware Risks

The offense gets to pick the time, the place and the means to attack a target. The
defense must be strong enough to withstand the strength of the attacker at the
defender’s weakest point. This is as true in information operations as it is in
conventional warfare. The principal reason behind the microchip report’s
recommendation for the standup of this software study is embodied within this
axiom of warfare.

From a defensive perspective, microelectronics and its associated software cannot
be separated. While the offense may be able to attack either and meet operational
objectives, the defense must be prepared for the offense to attack at the seam of
software and hardware. If this offensive approach is done well and the defense
examines the software and hardware only as independent elements, the offense is
likely to go unnoticed until too late.

The microchip report provides the gamut of issues that affects both DoDs assured
supply and the assurance of the components. The principal issues center on the
fabrication facilities moving offshore due to extreme cost benefits and host country
incentives. Once this market is centered in the U.S. opponents’ back yards, other
elements of the microelectronics process (e.g., design, test, and packaging) will
follow. This provides significant access opportunities for the adversary and few, if
any, new access alternatives for the U.S.

As conveyed in the present study, the issues surrounding the offshoring of software
are diverse. Software design, development, testing, distribution, and maintenance
can all be done more inexpensively offshore. As explained in Thomas Friedman’s
book, The World is Flat, global high bandwidth connectivity has allowed and
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encouraged third-world countries to compete effectively in the software arena
where the cost of entry is low.

While some of the reasons driving microelectronics and software offshore are
different, the impact on DoDs mission-critical systems, from incorporating foreign-
developed parts, is the same. The U.S. is significantly enhancing the adversary’s
ability to access this technology in many of the life-cycle phases. This access
provides opportunity to clandestinely modify the components that could negatively
impact the functionality of mission-critical applications.

Risk: Threat, Vulnerability, and Consequence

The DoD now relies upon networked, highly-interconnected systems for many
mission-critical capabilities, and this reliance is projected to increase. The software
in these systems is the key ingredient that provides much of the increased capability
delivered to the warfighter, just as it represents the key factor in increased
productivity and new capabilities for industry today. For the DoD, this advanced
technology is a force multiplier. Yet the reliability of that force multiplier is
increasingly unknown due to the risks posed by a rapidly expanding supply chain
that includes some of the Nation’s most technologically sophisticated adversaries.

DoDs most highly sensitive systems are composed of defense-unique and highly-
assured subsystems and components. However, other critical weapons systems,
communication systems and support systems incorporate COTS or open source
software (OSS). This software- is likely to contain defects, as well as both
accidentally and deliberately introduced vulnerabilities. Additionally,
misconfiguration and/or poor maintenance of complex heterogeneous systems may
also leave an organization vulnerable. All of these things are key components of
system risk.

After vulnerabilities, threat is the second key component of system risk.
Adversaries are well aware of the dramatic advantage that networked technology
(Net-Centricity) brings to the U.S. military. They will assuredly seek to counter
this advantage. To constitute a true threat, adversaries must have the intent,
capability, and opportunity to attack DoD IT systems. If threat agents are able to
identify and attack system vulnerabilities effectively, system failure will occur with
the consequence that mission-critical capabilities may be compromised.

Global software development presents an opportunity for threat agents to attack the
confidentiality, integrity, and availability of operating systems (OS), middleware,
and applications that are essential to the operation of the U.S. Government and the
DoD. The most direct threat is overt foreign corruption of software: insertion by
the developer of malware, back doors and other intentional flaws that can be later
exploited. A second threat is foreign adversaries’ corruption of the commercial
supply chain. Commercial development processes make no guarantees about the
purity (or lack of corruption) of the supply chain, nor could they reasonably do so.
The overall opaqueness of the software development supply chain and the
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complexity of software itself make corruption hard to detect. Furthermore, most
companies are not actively looking for malicious introduction of suspect code,
although there may be some collateral benefit from the fact that they do consider
the provenance of code to ensure no infringement of intellectual property rights.

Figure 2 displays the relationship among threats, vulnerabilities, risks and
consequences. Risk, in this case, is defined as the probability of system failure.
Threat and vulnerability contribute to this risk. The consequence of system failure
must be assessed based on mission impact and the criticality of the mission.
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Figure 2. Risk vs. Consequence

Assessing systems according to the framework in Figure 1 encourages
prioritization of resources toward IT systems where risk is high and the
consequence of system failure is severe. Since risk and consequence are
independent factors, decision makers can consider whether resources are most
effectively employed in reducing risk (e.g., by insisting on government-supplied
software in a weapon control system) or in mitigating the consequence through a
redundant system (e.g., by fielding a medium range, armed Unmanned Aerial
Vehicle (UAV) system in addition to an artillery system).

This framework illustrates that DoD can raise the level of IT system assurance by
countering threats, by reducing vulnerabilities, reducing opportunities for
vulnerabilities to be introduced (e.g., using cleared people) or mitigating the impact
of vulnerabilities through redundancy, isolation and other techniques. For example,
the threat component of risk can be countered by reducing the opportunities of
threat agents to insert malicious code at points in the supply chain. System
vulnerability can be reduced by detecting and correcting defects and malicious
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code. Vulnerable COTS or open system software modules can be defended by
placing them within robust, well-defended architectures.

As this report points out elsewhere, cost and capability advantages will increasingly
drive the DoD to incorporate into its systems COTS software and IT hardware
components produced on foreign soil. The provenance of commercial IT may
provide adversaries an easier opportunity to compromise DoD systems. Other links
in a supply chain that includes production, installation and upgrades may provide
additional opportunities for foreign influence. Such opportunities must be
appropriately recognized and countered. Similarly, other elements of threat must
be identified and countered. In addition to recognizing and reducing the
opportunity element of threat, DoD and the Intelligence Community can neutralize
adversaries through judicious countermeasures. Discovering and then eliminating
or defending vulnerabilities addresses a major component of risk. At the same time
these actions serve to increase the capabilities an adversary must possess to mount
an effective attack.

The DoD and the broader national security community have recognized this
problem and have identified some possible solutions. The DoD Software
Assurance Tiger Team has developed a strategy and concept of operations
(CONOPS), described later in this report, to manage these risks. The Committee
on National Security Systems (CNSS) established a Global IT Working Group,
which independently validated the work of the Tiger Team and other studies
regarding the risks of globalization. The working group then developed a strategy
applicable to the broader Federal community.
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Findings

FINDINGS

Structure of the Software Industry

FINDING: The software industry, as well as the software talent base, is becoming
increasingly global, and this trend appears to be irreversible.

The software industry comprises a diverse collection of organizations that cannot
be simply categorized. There are large and often well-known software providers
with widely distributed development facilities and smaller software providers
whose development facilities may be completely located in one geographical area.
There are system integrators who serve a critical function in integrating hardware
and software and may write custom software as part of that process. Other
companies (like financial institutions and military weapons providers) are not
traditionally thought of as software houses, but in fact create large quantities of
software as a routine part of their business. The abundance of software is reflective
of its transformative value, while the diversity in the industry is reflective of the
low barriers to entry. Indeed, even individuals with limited formal education in
computer science can create commercial or not-for-profit software companies and
cheaply distribute software around the globe.

The Task Force focused on the larger software companies, system integrators, and
military providers who, as part of their normal course of business, provide the DoD
with significant amounts of software. In many cases, these companies have foreign
nationals working in the United States as well as geographically distributed
software development processes. Moreover, these companies are increasingly off-
shoring software development.

Market realities are such that few companies develop, ship, and support their
software using only U.S. citizens located in the U.S. or, for that matter, only
foreign developers located overseas. “Foreign influence over software” may thus be
a matter of degree. The market reality is that many commercial software companies
develop products in multiple geographic locales. Even a U.S.-based company of
any size can and likely does have a worldwide presence if not worldwide
development. In fact, venture capital firms routinely pressure software start-up
firms to use overseas talent. Many companies may also embed code from other
vendors (open source or code licensed from a third party) which itself may be of
unknown or unproven provenance.

There are clear benefits to global development for the software industry that both
directly and indirectly benefit DoD:

e First, offshoring gives companies access to a larger pool of talent (so that
they can continue to produce world-class software). Presumably, having a

healthy domestically-owned or domestically-controlled software industry,
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